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Executive Summary 

 

This document is the second version of the report on the communication and dissemination of the 
AI4HEALTHSEC project results to the general public, other organizations and the academic 
community. The file includes the description of the main activities performed by the consortium 
partners towards the related propagation efforts that were carried out for the period Month 20 to 
the end of the project.  

The aim of this report is to provide the updates of the activities to publicize the work carried out by 
the project, including the list of performed activities. 

This (second version) of the report complements two documents previously delivered. Specifically, 
the document D8.1 – Dissemination and Communication Plan, delivered on 31/03/2021 and the 
document D8.2 – Report on Dissemination and Communication Activities version 1, delivered on 
31/05/2022. The D8.2 – Report on Dissemination and Communication Activities version 1, describes 
the activities of the project related to dissemination and communication until the 18th of May 2022 
(mid M20). This report, picks up the storyline from there and describes the activities of the project 
regarding dissemination and communication from M20 till the end of the project.  

This report provides an overview of the propagation efforts of the AI4HEALTHSEC project through 
traditional communication channels such as event attendance (conferences, workshops, etc.), project 
publications (articles in professional journals, etc.), social media posts (on Facebook, LinkedIn and 
Twitter) and project presentations (to various stakeholders and the general public). Visibility and 
social media engagement data are also provided in this document. 

TÜV TRUST IT coordinates AI4HEALTHSEC communication and dissemination activities, nevertheless, 
all the project partners are responsible to disseminate AI4HEALTHSEC results through their 
communication channels and towards their existing communities and have contributed to the 
development of this document. 
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1 Introduction  

The purpose of this report is to provide an accounting of the efforts performed by the consortium 
partners from the 20th month of the project until the project end, regarding communication and 
dissemination of the AI4HEALTHSEC project.  

The activities are either managed by the consortium (e.g. social media accounts, website and 
newsletter) or hosted by external actors (e.g. conferences, EU events, etc). In both cases, partners of 
the AI4HEALTHSEC consortium are actively involved.  

This (second version) of the report complements two documents previously delivered. Specifically, 
the document D8.1 – Dissemination and Communication Plan, delivered on 31/03/2021 - which 
established and defines the activities for the visibility and communication of the project, aiming to 
spread all the activities carried out during the project lifetime and achieve maximum impact -  and 
the document D8.2 – Report on Dissemination and Communication Activities version 1,  delivered on 
31/05/2022. The D8.2 – Report on Dissemination and Communication Activities version 1, describes 
the activities of the project related to dissemination and communication until the 18th of May 2022 
(mid M20). This report, picks up the storyline from there and describes the activities of the project 
regarding dissemination and communication from M20 till the end of the project.  

This document is structured as follows: 

Section 2. provides a high level description of the progression of the Dissemination and 
Communication planning of the project and a presentation of the dissemination and communication 
plan for the third year of the project. 

Section 3. presents the results of the project through the utilization of traditional communication 
channels.  

Section 4. presents the results of the project through the utilization of online channels (social media, 
the website, the newsletters and the videos). 

Section 5. presents the publications of the project in professional journals & conferences. 

Section 6. presents an overview of the project’s performance against the dissemination and 
communication KPIs and 

Section 7. includes some closing remarks and conclusions.  
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2 Dissemination and Communication planning for the 3rd year 

Deliverable D8.1, Dissemination and Communication Plan, issued on M6 of the project, presented the 
initial activities that the project would design to address the subjects of dissemination and 
communication. After the first review period had elapsed and taking into consideration the 
comments and recommendations of the first technical review, a further plan was drafted and initiated 
for the second year of the project. The information regarding the planning for the second year of the 
project is included in D8.2.  

Figure 2-1 displays the different components of the dissemination and communication plan for the 
AI4HEALTHSEC project within the project duration, as described in the Dissemination and Communi-
cation Plan (D8.1). The first year was more focused in the establishment of the communication tools 
and in the awareness of the project existence to the general public. For the second year, the activities 
moved towards the communication of the project initiatives and outcomes, whereas the plan for the 
last year of the project was to focus in the more refined dissemination of the open call, the imple-
mentation outcomes, the demonstrators and publications. 

 

Figure 2-1. An overview of the Tools, means and audience of the dissemination plan of 
AI4HEALTHSEC project 
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 Table 2-1 contains the activities and directions that have been planned for the Dissemination and 
Communication of the project within the third and last year of the project.  

 Objective Methods 

C
o

m
m

u
n

icatio
n

 
Y

e
ar 3

 

 Implementation of the 
project’s outcomes. 

 Generation of marketing 
material to target industrial 
stakeholders. 

 Promote the solution through 
live demonstration to the 
relevant stakeholders. 

 Creation of videos describing the components of the 
AI4HEALTHSEC solution. 

 Creation of video describing the AI4HEALTHSEC solution, its added 
value and the benefits for its different stakeholders. 

 Publication of papers/articles in scientific journals. 

 Participation in both scientific and industrial events to promote 
the project and showcase the latest outcomes. 

 Organizing workshops where outcomes can be presented and 
reviewed by interested groups. 

 Collaboration with other EU funded projects within the same 
subject. 

 Produce a newsletter at least twice within this third year.  

 Organization of a workshop within a scientific event. 

 Publication of the results in the website and the social media of 
the project. 

 Generation of workshops / training sessions. 

 Demonstration of the benefits of the AI4HealthSec solution 
through the real-world use cases identified.  

 Promote and support the implementation of the open call.  

 Analysis of the KPIs regarding dissemination and communication.  

Table 2-1. Dissemination and Communication Plan – 3rd year of the project 

 

Moreover, from a management point of view, and in order to mitigate the risks related to poor dis-
semination and communication performance, the following activities were decided to be imple-
mented: 

- Adoption of a specialized tool to facilitate the more organized dissemination of information 
through the social media channels of the project. 

- Establishment of a communication group with the participation of at least one representative 
from each partner. The objective of the communication group is to improve the management 
of the communication and dissemination activities of the project, to enhance the flow of in-
formation between the partners and to support the decision-making processes.  

- Implementation of a regular (monthly) meeting of the communication group.  
- Enhancement of the information collected through the relevant file within Basecamp. 
- Activation of all partners in relation to Dissemination and Communication. 
- Increase the efforts for collaboration with other projects. 
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3 Traditional communication channels 

This section provides an overview of the dissemination and communication activities carried out by 
the project, through traditional communication channels. Such channels and activities include: 

1. Events (physical or virtual) 
2. Conferences 
3. Workshops 
4. Collaboration with other projects 

For each one of these channels, a separate subsection is included within this section. It should be 
noted, that the activities described only cover the ones carried out between Month 20 and the end 
of the project.  

3.1 Events 

This section provides an accounting of the events attended or organized by the Ai4HealthSec project. 
In summary, the project partners participated in 8* events, of which 2 were organized (or co-
organized) by the project within the reporting period. In section 7. the KPIs for the entire duration of 
the project are presented. * It should be noted that the project partners attended or participated also 
in conferences and workshops which are not counted or depicted here (to avoid duplication). The 
workshops are depicted in section 3.2 and the conferences are presented in 5.1.3.  

3.1.1 CONCORDIA Open Door 

The CONCORDIA open door event 20221, was the last open-door event of the CONCORDIA project. 
The event took place physically and virtually (hybrid), on the 26th and 27st of October 2022, at 
Giesecke+Devrient HQ in Munich, Germany. 

The CONCORDIA Open Door (COD) is an opportunity for stakeholders of all backgrounds (such as IT, 
entrepreneurship, education, economy, and policy) to discuss societal and technological needs in the 
cybersecurity field and for participants to discover others’ competencies for potential collaboration 
with more than 100 partners (universities, industries, and public bodies). 

Different partners from the Ai4HealthSec project attended this open-door event and UoE/UoB  
participated with a poster presentation on the subject “A privacy-by-design approach to model supply 
chain of a Living Lab”.  

                                                      
1 https://opendoor.concordia-h2020.eu/2022/ 
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Figure 3-2. Photos from the poster presentation interactions and one of the panels of the 

CONCORDIA open door 2022 

3.1.2 SMART BEAR Infoday 

The H2020 project SMART BEAR, organized on information day2 to explore the latest healthcare 
challenges. The event took place on the 26th of July 2023 in Sala Napoleonica, in Milano, Italy. 

During the event, presentations and discussions by experts from the Health&Care cluster of the 
European Commission and from well- known independent experts were provided. The topics included 
covered: AI development, healthcare standards, interoperability, innovation, and collaboration.  

The AI4HealthSec project attended this event through different partners and CNR delivered on behalf 
of Ai4HealthSec Project a keynote presentation with the title: "Cyber Threat Analysis Using Natural 
Language Processing for a Secure Healthcare System" in the session: Artificial Intelligence in 
Healthcare. State-of-play in the EC H&C cluster, future perspectives. 

 
Figure 3-3. Photos from the keynote presentation of Mr. Stefano Silvestri and the banner of the 

Information Day. 

                                                      
2 https://www.smart-bear.eu/general-meeting-and-information-day/ 
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3.1.3 Joint Webinar for Cybersecurity in Healthcare 

The healthcare sector is facing an increasing number of cyber threats, as the digitisation of healthcare 
and the use of connected medical devices continue to grow. These threats can come from a variety 
of sources, including malicious hackers, nation-state actors, and even insiders. Cybersecurity inci-
dents in healthcare can have serious consequences, including the loss or theft of sensitive patient 
data, disruption of vital services, and damage to an organisation's reputation. Safeguarding CybersE-
curity iN hEalthcare aims to bring together viewpoints from diverse areas to explore the commonali-
ties of cybersecurity issues and solutions in the healthcare sector. 

Taking the above as an input, a webinar was organized on the subject of “Cyber Security Challenges 
In Healthcare Environments” on the 26th of April 2023. The webinar was presented online and was 
supported by the EU-funded projects AI4HealthSec, HEIR, AERAS and SMART-BEAR. 

The AI4HealthSec project attended this event through different partners and FOCALPOINT presented 
the Ai4HealthSec project and participated in the relevant Q&A session.  

 

Figure 3-4. Screenshot from the invitation to register in the Joined Webinar for Cybersecurity in 
Healthcare 

The above-mentioned activity was supported by the activation of a service of the Horizon Results 
Booster platform by the project HEIR. 

Specifically, the Module A - Identifying and creating the portfolio of R&I project results for the follow-
ing project HEIR 883275 was activated and Ai4HealthSec participated in the activity as a member of 
the group of projects.  

The project team members were identified as: 
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Figure 3-5. Table showing the members of the group of projects under the HSBooster service 

and the implementation and promotion of the event was supported by the HSBooster service. More 
information on the outcomes (briefs) of this activity are presented under the Project publications 
section.  

 

Figure 3-6. Photos from the presentation of Ai4HealthSec at the Joined Webinar for Cybersecurity 
in Healthcare 
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3.1.4 CybAlliance project kick-off meeting 

The Kick-off meeting of the CybAlliance3 (International Alliance for Strengthening Cybersecurity and 
Privacy in Healthcare) project, took place on the 21st March 2023 at NR (Gaustadalleen 23A Kristen 
Nygaards hus, 0373 Oslo).  

Specifically, the kick-off meeting hosted personalities from around the world and covered, not only 
the project kick-off activities but also a panel discussion on Automated Cybersecurity and Privacy 
Solutions for Healthcare: From Innovation, Research and Education Perspectives.  

FORTH participated in the panel and presented the developments of the Ai4HealthSec project.  

 

 

 
Figure 3-7. Photos from the CybAlliance kick-off meeting and the schedule of the event 

3.1.5 FIC 

In its 15 years of existence, the European FIC – International Cybersecurity Forum4 – has become the 
largest cybersecurity and digital trust event on the continent, with 19,000 participants, 550 private 
and public sponsors, 520 speakers and 60 countries represented in 2022. Thanks to the support of 

                                                      
3 https://cyballiance.nr.no/ 
4 https://incyber.org/en/fic-2023-detailed-programme/ 
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the Quebec, Canadian and French authorities, the event is crossing the Atlantic to become a biennial 
event alternating between Europe and the American continent.  

The 2023 iteration of the FIC took place on 5,6 and 7 of April in Lille, France.  

The AI4HealthSec project attended this event through different partners. Moreover, partners FO-
CALPOINT and FORTH presented the Ai4HealthSec project in the pitch sessions and participated in an 
open discussion with attendants on the project and the developments. 

 
Figure 3-8. Photos from the presentation of the Ai4HealthSec project in the Pitch area of the FIC. 

3.1.6 Fifth Intersessional Consultation of the UNODC Ad Hoc Committee 

 

In paragraph 2 of resolution 74/247, the United Nations, Office on Drugs and Crime General Assembly 
decided to establish the Ad Hoc Committee to Elaborate a Comprehensive International Convention 
on Countering the Use of Information and Communications Technologies for Criminal Purposes. 
Furthermore, in paragraph 10 of resolution 75/282, the General Assembly further decided to 
encourage the Chair of the Ad Hoc Committee to host intersessional consultations to solicit inputs 
from a diverse range of stakeholders on the elaboration of the draft convention.  

AI4HEALTHSEC was presented, among other cybersecurity-related projects, during the Fifth 
intersessional consultation of the Ad Hoc Committee5, currently taking place at the UN General 
Assembly in Vienna on June 20th and 21st, 2023. 

                                                      
5 5th-intersessional-consultation (unodc.org) 

https://www.unodc.org/unodc/en/cybercrime/ad_hoc_committee/intersessional-consultations/5th-intersessional-consultation.html
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The project partner Privanova is a member of this Committee and was able to deliver this 
presentation. 

 
Figure 3-9. Screenshot from the webpage of UN. 

3.1.7 Navigating standards and overcoming bottlenecks for SME growth 

STAND4EU and HSbooster.eu has co-organized an online Workshop entitled “Navigating standards 
and overcoming bottlenecks for SME growth”. The workshop took place on Wednesday 15 Novem-
ber, from 10:30 am to 12 pm CET. During the interactive workshop, the obstacles identified by 
STAND4EU in the interplay between research, innovation and standardisation were presented and 
the participants were allowed to contribute to shaping recommendations on how to make the stand-
ards development process more efficient. This event is part of the Meeting Standards campaign or-
ganised by Small Business Standards to raise awareness of the importance of standardisation and 
facilitate knowledge sharing among SMEs.  

The AI4HealthSec project attended this event through the attendance and active participation of the 
project partner TUV.  
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Figure 3-10. Screenshot from the event agenda. 

3.1.8 Ai4HealthSec final event 

The final event of the project took place in Naples, on the 31st of October 20236. This final event was 
co-organized with the European funded project DANTES7 and was sponsored by the Università degli 
Studi di Napoli "Parthenope"8. Attendance was possible both physically as well as virtually (hybrid 
event). 

                                                      
6 https://www.ai4healthsec.eu/final-event/ 
7 https://dante-edih.clustersmile.it/ 
8 https://www.uniparthenope.it/Portale-Ateneo/chi-siamo 
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The event was designed as an event targeted to the health organizations in Italy and abroad. The 
agenda of the event included presentation from Ai4HealthSec and the DANTES projects, live demon-
strations of the Ai4HealthSec solution and an open discussion and feedback from the audience and 
presentations from international speakers on the specific subject of eHealth and cybersecurity.  

A special page within the website of the Ai4HealthSec project was created, to provide information to 
participants on the final event. The registration to the event and the agenda were available also 
through this page9.  

 
Figure 3-11. Screenshot from the webpage dedicated to the final event of the Ai4HealthSec 

project 

The promotion of the event included campaigns through the website, the social media channels, the 
relevant page of the project within the cyberwatching platform10 and through personal invitations to 
the community of the Ai4HealthSec project.  

A special design was created for the event and all relevant publications and communications followed 
this design.  

                                                      
9 https://www.ai4healthsec.eu/final-event/ 
10 https://www.cyberwatching.eu/projects/3689/ai4healthsec, 
https://www.cyberwatching.eu/projects/3689/ai4healthsec/events/innovative-cybersecurity-solutions-healthcare 

https://www.cyberwatching.eu/projects/3689/ai4healthsec
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Figure 3-12. The registration form for the event11. 

 

 
Figure 3-13. Screenshot from the graphics and agenda created to support the final event of the 

project.  

                                                      
11 https://www.ai4healthsec.eu/registration/ 
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61 people registered to participate in the event (both physically and remotely).  

Followingly, some pictures from the various stages of the event are presented: 

 
Figure 3-14. The Coordinator of the Ai4HealthSec project, kicked-off the event with a presentation 

on the project 

 

 
Figure 3-15. Patrik Pluchino and Luciano Gamberin presented the DANTE insights: cybersecurity 

challenges in the healthcare domain 
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Figure 3-16. FOCALPOINT presented of the main characteristics and functionalities of the 
Ai4HealthSec system 

 

Figure 3-17. FHG-IBMT presented on the design, implementation and results of the Ai4HealthSec 
project pilots 
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Figure 3-18. Pictures from the live demonstration presented by the Ai4HeathSec partners during 
the final event 
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Figure 3-19. Professor Romano presented on the Protected Execution Environments for eHealth 
applications 

 

Figure 3-20. Fabrizio Marangio presented on the Application of blockchain technologies for 
improving cybersecurity in relevant application domains 
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Figure 3-21. Karin Bernsmed presented on the joint effort within EU project on enhancing 
cybersecurity of connected medical devices 

 

Figure 3-22. The Ai4HealthSec project partners in front of the Villa Doria d’Angri 
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Figure 3-23. The physical materials provided to the participants in the event, the light lunch and 
the view from the Villa Doria d’Angri 

3.2 Workshops 

This section provides an accounting of the workshops attended or in other way participated in by the 
Ai4HealthSec project. In summary, the project partners participated in 4 workshops within the 
reporting period. In section 7. The KPIs for the entire duration of the project are presented.  

3.2.1 1st International Workshop on Safeguarding CybersEcurity iN hEalthcare 

The healthcare sector is facing an increasing number of cyber threats, as the digitization of healthcare 
and the use of connected medical devices continue to grow. These threats can come from a variety 
of sources, including malicious hackers, nation-state actors, and even insiders. Cybersecurity inci-
dents in healthcare can have serious consequences, including the loss or theft of sensitive patient 
data, disruption of vital services, and damage to an organization's reputation. Safeguarding CybersE-
curity iN hEalthcare12 aims to bring together viewpoints from diverse areas to explore the common-
alities of cybersecurity issues and solutions in the healthcare sector. The workshop is supported by 

                                                      
12 DRCN | Workshop SCENE 2023 (upc.edu) 

https://drcn2023.upc.edu/SCENE2023.html


D8.3   
 

PU = Public  Page 30 

the EU-funded projects AI4HealthSec (https://www.ai4healthsec.eu/), HEIR (https://heir2020.eu/), 
ASCAPE https://www.ascape-project.eu/, and SMART-BEAR (https://www.smart-bear.eu/).  

 
Figure 3-24. Screenshot from the social media for the promotion of the SCENE 2023 

 

3.2.2 HEIR – SENTINEL – AI4HEALTHSEC collaboration workshop 

 

As a first collaboration result, the projects AI4HEALTHSEC, HEIR, and SENTINEL are co-organizing the 
“International Workshop on Information & Operational Technology (IT & OT) Security Systems – 
(IOSec 202213)” under the “17th International Conference on Availability, Reliability and Security 
(ARES 2022)”. The conference and the workshop will be held in August 2022 in Vienna, where further 
face-to-face interaction and collaboration is expected between the projects’ partners. 

 

                                                      
13 ARES Conference » Vienna, Austria (ares-conference.eu) 

https://2022.ares-conference.eu/index.html
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Figure 3-25. Photos from the participation in ARES 2022 

 

3.2.3 CyberHOT Summer School 

 

AI4HEALTHSEC was very proud to support and participate in the CyberHOT14 Summer School. The 
Cybersecurity Hands-On Training (CyberHOT) Summer School took place on Thursday 29th and Friday 
30th of September 2022 under the auspices of NATO Maritime Inter-diction Operational Training 
Centre (NMIOTC15). 
During the event, a Hands-on Cybersecurity Training was provided on: 

 Threat and Attack Monitoring 

                                                      
14 https://sites.google.com/cyberhot.eu/cyberhot2022/home  
15 https://nmiotc.nato.int/wp-content/uploads/2022/10/PRESS-RELEASE-No-50-CyberHOT-School-Sep-22-1.pdf 

https://sites.google.com/cyberhot.eu/cyberhot2022/home
https://nmiotc.nato.int/wp-content/uploads/2022/10/PRESS-RELEASE-No-50-CyberHOT-School-Sep-22-1.pdf
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 Evaluate strategies, tools & procedures 

 Apply System Administration 

 Monitoring of networks 

 Detecting & responding to attacks 

The AI4HealthSec project attended this event through different partners. Moreover, partner FORTH 
presented the Ai4HealthSec project and the developments. 

 
Figure 3-26. Photos from the presentation of the Ai4HealthSec project in the CyberHOT Summer 

School. 
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3.2.4 Second ECSCI Workshop on Critical Infrastructure Protection and 
Resilience16 

Modern critical infrastructures (or critical entities) are becoming increasingly complex, turning into 
distributed, large-scale cyber-physical systems. Furthermore, cyber-physical attacks are increasing in 
number, scope, and sophistication, making it difficult to predict their total impact. Successfully ad-
dressing these issues, needs coordinated and integrated responses, which must be disseminated and 
exploited further to the EU funded projects’ frameworks or individual research studies, through rais-
ing awareness initiatives, such as the 2nd ECSCI Workshop on CIP. 

The 2nd ECSCI Workshop presented the different approaches on integrated (hybrid, cyber and phys-
ical) security in several different industrial sectors, such as finance, healthcare, energy, transport, 
communications, water, etc. The peculiarities of CIP in each of these sectors have been discussed and 
addressed by the different projects of the ECSCI cluster that presented their outcomes, from the re-
search, technical, ethical and societal point of view. 

The AI4HealthSec project attended this event through different partners. Moreover, partner TUV pre-
sented the work implemented by the Ai4HealthSec project on “Standards and NIS compliance”.  

The Consolidated Proceedings of the Workshop have been developed are available through open ac-
cess publication17. 

Chatzopoulou, A. (2022, April). Standards and NIS compliance. In: Abie, H., Ferrario, D., Troiano, E., 
Soldatos, J., & Di Peppo, F. (eds.) Consolidated Proceedings of the first ECSCI Workshop on Critical 
Infrastructure Protection. https://www.steinbeis-edition.de/shop/Tagungsbaende/Tagungen-
Symposien/Consolidated-Proceedings-of-theSecond-ECSCI-Workshop-on-Critical-Infrastructure-
Protection-and-Resilience.html 

 

3.3 Collaboration with other projects 

3.3.1 HEIR 

The EU-funded HEIR18 project designs a complete threat identification and cybersecurity knowledge 
base system for local and global applications. The system comprises real-time threat hunting services 
supported by innovative machine learning technologies, reliable sensitive data sharing through the 
HEIR privacy aware scheme, and advanced benchmarking based on the measurement of Risk Assess-

                                                      
16 https://ec.europa.eu/newsroom/cipr/items/752425/en 
17 https://www.steinbeis-edition.de/shop/Tagungsbaende/Tagungen-Symposien/Consolidated-Proceedings-of-the-
Second-ECSCI-Workshop-on-Critical-Infrastructure-Protection-and-Resilience.html 
18 https://heir2020.eu/at-a-glance/  

https://www.steinbeis-edition.de/shop/Tagungsbaende/Tagungen-Symposien/Consolidated-Proceedings-of-theSecond-ECSCI-Workshop-on-Critical-Infrastructure-Protection-and-Resilience.html
https://www.steinbeis-edition.de/shop/Tagungsbaende/Tagungen-Symposien/Consolidated-Proceedings-of-theSecond-ECSCI-Workshop-on-Critical-Infrastructure-Protection-and-Resilience.html
https://www.steinbeis-edition.de/shop/Tagungsbaende/Tagungen-Symposien/Consolidated-Proceedings-of-theSecond-ECSCI-Workshop-on-Critical-Infrastructure-Protection-and-Resilience.html
https://heir2020.eu/at-a-glance/
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ment of Medical Applications score. The project establishes the Observatory for the Security of Elec-
tronic Medical Devices that will be accessible by different stakeholders, offering advanced visualisa-
tion and awareness on EMD-related threats. 

The HEIR project is a European funded project under SU-DS05-2018-2019 - Digital security, privacy, 
data protection and accountability in critical sectors and the specific call for proposal: H2020-SU-DS-
2018-2019-2020.  

The collaboration between the projects was extensive and included bilateral meetings, participation 
in events and joined activities. Some of the activities are: the Joint Webinar for Cybersecurity in 
Healthcare, the Position Paper19 of the AI4HealthSec and HEIR projects on the Regulation of the 
European Parliament and of the Council laying down measures for a high common level of 
cybersecurity at the institutions, bodies, offices and agencies of the Union and the organization of the 
“International Workshop on Information & Operational Technology (IT & OT) Security Systems – 
(IOSec 202220)” under the “17th International Conference on Availability, Reliability and Security 
(ARES 2022)”. 

3.3.2 SMART-BEAR 

The EU-funded SMART BEAR21 project will develop a platform based on a variety of sensors and mo-
bile instruments that will permanently collect data on their daily life and analyse these to provide 
personalised interventions. The SMART BEAR solution will be tested in large-scale pilots involving 
5.000 elderly people living at home in France, Greece, Italy, Romania and Spain. 

The SMART BEAR project is a European funded project under DT-TDS-01-2019 - Smart and healthy 
living at home and the specific call for proposal: H2020-SC1-FA-DTS-2018-2020. 

The collaboration between the projects was extensive and included bilateral meetings, participation 
in events and joined activities. One of the examples of such activities is the delivery of a keynote 
speech by the Ai4HealthSec project in the SMART BEAR22 infoday.  

3.3.3 SENTINEL 

The EU-funded SENTINEL23 project will develop an energy system modelling framework that will 
support the transition. The framework, built with a renewable energy system in mind, will enable 
various decision makers to address critical design challenges. It will be modular in structure 
incorporating many separate models that will examine specific technological, geographic, and 
societal aspects of the transition to a low-carbon energy system. All the models will be linked 
together, and along with data, will be accessible via an online platform. 

                                                      
19 https://www.ai4healthsec.eu/wp-content/uploads/Position-Paper_Reg_EU_institutions.pdf  
20 ARES Conference » Vienna, Austria (ares-conference.eu) 
21 https://www.smart-bear.eu/ 
22 https://www.smart-bear.eu/general-meeting-and-information-day/ 
23 https://sentinel-project.eu/  

https://www.ai4healthsec.eu/wp-content/uploads/Position-Paper_Reg_EU_institutions.pdf
https://2022.ares-conference.eu/index.html
https://www.smart-bear.eu/
https://sentinel-project.eu/
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The SENTINEL project is a European funded project under LC-SC3-CC-2-2018 - Modelling in support 
to the transition to a Low-Carbon Energy System in Europe and the specific call for proposal: H2020-
LC-SC3-2018-2019-2020. 

The collaboration between the projects included bilateral meetings, participation in events and joined 
activities. A key example of this collaboration was the joint organization of the “International 
Workshop on Information & Operational Technology (IT & OT) Security Systems – (IOSec 202224)” 
under the “17th International Conference on Availability, Reliability and Security (ARES 2022)”. 

3.3.4 CONCORDIA 

CONCORDIA25, an EU-funded multi-disciplinary research and innovation project, has set out to ad-
dress this current fragmentation and further enhance the EU's digital sovereignty. The project aims 
to interconnect all of Europe’s cybersecurity capabilities into a network of expertise to help build a 
secure, trusted, resilient and competitive ecosystem. Moreover, it will develop the EU Cybersecurity 
Research and Innovation Roadmap. 

The CONCORDIA project is a European funded project under SU-ICT-03-2018 - Establishing and oper-
ating a pilot for a Cybersecurity Competence Network to develop and implement a common Cyber-
security Research & Innovation Roadmap and the specific call for proposal: H2020-SU-ICT-2018-2020. 

The collaboration between the projects revolved around the subject cybersecurity in healthcare and 
included joint events (See report 8.2) and presentations. An example of this collaboration was the 
presentation and participation of Ai4HealthSec project partners in the final CONCORDIA open door 
event.   

3.3.5 CYBALLIANCE 

The main purpose of the proposed INTPART26 project is to establish a long-term partnership between 
the Norwegian Computing Center (NR, Norway), the Norwegian University of Science and Technology 
(NTNU, Norway), Oslo University Hospital (OUS, Norway), University of Colorado (UCCS, USA), Institut 
Mines Telecom/Telecom SudParis (IMT, France), and Goethe University Frankfurt (GUF, Germany). 
This project aims to strengthen the existing collaboration between relevant national and international 
partners of the ASCERT (AI-Based Scenario Management for Cyber Range Training) and SFI NORCICS 
(Norwegian Centre for Cybersecurity in Critical Sectors) and projects. This involves extending the 
originally envisioned activities among the involved education and research institutions. Along with 
existing collaborators of ASCERT and NORCICS partners, two additional partners OUS (national), and 
UCCS (international) partners are also part of the CybAlliance consortium to further advance the 
research, education, dissemination, and networking activities of ASCERT and NORCICS at national and 
international levels. This international partnership is centred around activities that promote 
excellence in both research and education in cybersecurity and privacy in the healthcare sector in 
Norway, USA, France, and Germany. 

                                                      
24 ARES Conference » Vienna, Austria (ares-conference.eu) 
25 https://www.concordia-h2020.eu/ 
26 https://cyballiance.nr.no/  

https://2022.ares-conference.eu/index.html
https://www.concordia-h2020.eu/
https://cyballiance.nr.no/
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CybAlliance will provide added value to both qualifying projects by offering international 
collaboration and support to extend the originally envisioned activities. CybAlliance also brings in 
added value on its own, beyond its support of ASCERT and NORCICS, by boosting the collaboration in 
cybersecurity and privacy research and education community. To facilitate the dissemination of the 
CybAlliance results globally, the project will have a direct link with two stakeholders “Norway Health 
Tech (NHT)” and "European Cluster for Securing Critical Infrastructures (ECSCI)" to disseminate 
project outcomes to the national and international NHT and ECSCI members. The collaboration 
between the project has started with the invitation of a project partner to present during the project 
kick off meeting.  

3.3.6 DANTE 

The project denominated “DANTE: Digital Solutions for a Healthy, Active and Smart Life”27 has been 
presented under the EU call “DIGITAL-2021-EDIH-01 — European Digital Innovation Hubs” by the Na-
tional Technological Cluster on “Smart Living Technologies”, as project coordinator. 

The project will have a duration of 36 months from the 1st of October 2022 to the 30th of September 
2025. 

DANTE is a cutting-edge project insofar as it focuses on supporting the digital transformation of Small 
and Medium Enterprises (SMEs), Organizations in the public sector, and professionals that operate in 
the domains of healthy and active ageing, ambient assisted living (AAL), and smart environments. The 
aim is to ensure that these players can respond to the current digital challenges. To foster the digital 
transformation of the European Economy the Digital Transformation Accelerator (DTA) will support 
effectively and efficiently the network of Digital Innovation Hubs (EDIHs). 

The project will have relevant social impacts at different levels: on people, mainly the ones who have 
difficulties as the elderly and the individuals with disabilities try to increment their level of autonomy 
in daily life in terms of safety, avoiding loneliness, and support in case of physical and mental pathol-
ogies; on caregivers (professionals and not), providing them with digital information, abilities, tools 
to monitor continuously their patients to streamline the management of care processes; on social 
and health services, by reducing the costs and ensuring quality support for the elderly to foster their 
ability to remain active in the society; on the policies and Public Administration, in terms of supporting 
the connections between social and health policies (at regional, national, and international level) and 
the citizens, professionals, and companies operating in the area of healthy and active ageing, the 
technology-driven “smart” life. 

The DANTE project brings together 13 partners, some of them being Innovation Hubs (Pitagora ICT 
Innovation Hub and Innovative Tertiary Sector), consortium companies (eHealthNet) and Technolog-
ical Districts (Technological District for Active & Assisted Living and Technological District for Human 
Health and Biotechnologies). This unique composition of the project, creates an ecosystem of more 
than 1.100 entities. 

The Ai4HealthSec and DANTE projects co-organized the final event of the Ai4HealthSec project.  

                                                      
27 https://dante-edih.clustersmile.it/en/project/ 
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4 On-line 

This section provides an overview of the dissemination and communication activities carried out by 
the project, through on-line communication channels. Such channels and activities include: 

1. Social Media 
a. Facebook 
b. Linkedin 
c. Twitter - X 

2. The project website 
3. The project newsletters 
4. Videos 
5. Cyberwatching 

For each one of these channels, a separate subsection is included within this section. It should be 
noted, that the activities described only cover the ones carried out between Month 20 and the end 
of the project.  

4.1 Social media 

The AI4HEALTHSEC project has created and maintains the following Social Media accounts: 

FACEBOOK: https://www.facebook.com/Ai4HealthSec 

TWITTER: https://twitter.com/aifourhealthsec 

LINKEDIN: https://www.linkedin.com/company/ai4healthsec-eu-h2020-project/ 

These accounts are managed (maintained and operated) by the project partner TUV. 

During the reporting period, several campaigns have run in all social media.  

Specifically: 

 In May and June 2022, a series of 12 deliverables of the project were presented in a series of 
posts. 

 In September, October and November 2022, the videos created by the project partners 
presenting their participating in the Ai4HealthSec project were promoted. 

 In November 2022, a series of 11 deliverables of the project were presented in a series of 
posts. 

 In February and March 2023, the open call process of the project was promoted.  

 In June 2023, the videos created by the project partners demonstrating the Ai4healthSec 
solution in general, the incident handling process and the attack path simulation function 
were promoted. 

 In October 2023, the final even to the Ai4HealthSec was promoted.  

Apart from the targeted campaigns, all activities and developments of the project were also 
promoted, disseminated and communicated through the social media channels of the project. Such 
content included the organization of event, the participation of the partners or the project in 
activities, the developments of the project, the newsletters of the project and others.  
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4.1.1 Facebook 

The Facebook28 account (up to November 2023) counts 167 followers.  The picture below depicts the 
results, in general, of the account for the period January 2023 - November 202329.  

  
Figure 4-27. Facebook general results. 

 

 

                                                      
28 https://www.facebook.com/Ai4HealthSec  
29 The period of the chart is restricted for two reasons 1) the system does not allow to extract information on performance 
prior to January 2023 and 2) the graphs were exported in the beginning of December to facilitate the preparation of this 
deliverable.  

Final event  

https://www.facebook.com/Ai4HealthSec
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Figure 4-28. Facebook page. 

 

 

Facebook Statistics  

Posts May-December 2023 117 

Posts January 2023 – November 2023 118 

Reach January 2023 – November 2023 3830 

Clicks January 2023 – November 2023 174 

Likes January 2023 – November 2023 437 

Table 4-2. Facebook statistics 
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Figure 4-29. Indicative Facebook posts 

 

4.1.2 LinkedIn 

The LinkedIn30 account (up to November 2023) counts 239 followers.  The picture below depicts the 
results, in general, of the account for the period November 2022 - November 202331.  

 

The AI4HEALTHSEC LinkedIn corporative account is entitled AI4HEALTHSEC EU H2020 Project. 

(https://www.linkedin.com/company/AI4HEALTHSEC-eu-h2020-project/) 

 

 

 

 

                                                      
30 https://www.linkedin.com/company/ai4healthsec-eu-h2020-project 
31 The period of the chart is restricted for two reasons 1) the system does not allow to extract information on performance 
prior to November 2022 and 2) the graphs were exported in the beginning of December to facilitate the preparation of 
this deliverable. 

https://www.linkedin.com/company/ai4healthsec-eu-h2020-project/


D8.3   
 

PU = Public  Page 41 

 

 

 

LinkedIn Statistics from November 2022 – November 2023 

Followers 239 

Unique visitors 206 

Overview page views 536 

Total page views 572 

Posts 137 

Reposted posts 64 

Impressions 21635 

Clicks 721 

Reactions 1364 

Table 4-3. LinkedIn statistics 

 

 
Figure 4-30. Indicative LinkedIn posts 
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4.1.3 Twitter - X 

AI4HEALTHSEC Twitter32 account is mainly used for smaller posts that relate to the project, due to the 
character limitation. The account has earned 115 followers. 

 

 
Figure 4-31. Twitter account home page 

 

Twitter Statistics from December 2022 – November 2023 

 
DEC 
2022 

JAN 
2023 

FEB 
2023 

MAR 
2023 

APR 
2023 

MAY 
2023 

JUN 
2023 

JUL 
2023 

AUG 
2023 

SEP 
2023 

OCT 
2023 

NOV 
2023 

Tweets 14 14 13 11 17 12 13 7 4 1 22 1 

Tweet 
impressions 

749 815 1215 965 1890 1549 1407 930 472 150 1537 800 

New 
followers 

2 0 4 6 4 0 1 3 4 0 2 2 

Table 4-4. Twitter statistics 

 

                                                      
32 https://twitter.com/aifourhealthsec 
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Figure 4-32. Indicative twitter posts 

4.2 Website 

The AI4HEALTHSEC website has been available since M3 of the project at 
https://www.AI4HEALTHSEC.eu/. This website was created in order to present the project and the 
relevant information related to the project, such as the partners involved in the project, the objectives 
of the project, the challenges and the impact for the implementation of the project.  

The website has been developed by CNR and managed and updated regularly according to the 
communication needs of each stage of the communication plan by CNR and TUV. 



D8.3   
 

PU = Public  Page 44 

 
Figure 4-33. The AI4HEALTHSEC website 

 

The website pages have the following options and information: 

Homepage: Offers a comprehensive view of the sections of the website and the content available. It 
includes the challenges and the impact of the project and it also features the icons and links to the 
project social media accounts such as Twitter, Facebook and LinkedIn. Finally, the footer includes the 
statement regarding the funding of the project and the number of the Grand Agreement.   

Project: This section provides information on the vision, the consortium and the workplan of the 
project.  

 Vision:  provides information on the vision of the AI4HEALTHSEC project.  

 Consortium:  contains the partners of the AI4HEALTHSEC project. Each partner is depicted by 
their logo and a link to their respective websites is provided. 

 Workplan:  descriptions of the AI4HEALTHSEC Work packages are depicted in a roadmap in 
this page.  

 Open Call: provides information and guidelines regarding the Open Call of the project. (This 
functionality was added in February 2023 to facilitate the promotion and implementation of 
the open call application process).  

 

News: This section provides information on the Events, Deliverables, Publications, Newsletters and 
Articles of the AI4HEALTHSEC project.  

 Events: illustrates the events (i.e., conferences, events and workshops) that the 
AI4HEALTHSEC is participating are displayed. More details on each one is provided in 
subsection 3. of this document.  

 Deliverables:  contains the published deliverables of the project. Deliverables classified as 
public can be directly accessed through this webpage.  
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 Publications:  displays the published articles and presentations in Scientific Journals and 
conferences.  

 Newsletters:  contains the links to the published newsletters of the AI4HEALTHSEC project. 

 Articles:  presents articles written by the project partners on the subjects of the project.  

 Videos: contains videos that have been created for the project and they are linked with the 
project YouTube channel. (This functionality was added in September 2022 to facilitate the 
promotion of the project videos) 

 

Contact us:  informs available means to communicate with the project coordination. It also provides 
information on the project coordinator and the project technical manager. 

Newsletter: provides the interface to subscribe to the Project Newsletter. 

Final Event: contains information for the final event that took place on 31st of October 2023 at Villa 
Doria d’Angri, Naples, Italy. Also provides information regarding the registration to the event and the 
agenda. (This functionality was added in October 2023 to facilitate the promotion and registration to 
the final event of the project). 

 

In collaboration with the DPO of the project, the privacy related settings and documents of the 
website were prepared. Specifically, a cookie banner and a cookie and privacy policy have been 
incorporated to the website.  

 

Website statistics 

 

 
Figure 4-34. Views by Page title 
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Figure 4-35. Views by Page title chart 

 

4.3 Newsletters 

The newsletter subscription33 is one of the channels used by the AI4HEALTHSEC project in order to 
communicate with the various interested parties. The website contains an archive of the newsletters 
and a form where a person can subscribe to the newsletter. 

                                                      
33 https://www.ai4healthsec.eu/newsletter/ 
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Figure 4-36. Extract from the website (https://www.AI4HEALTHSEC.eu/newsletters/) 

 

Until November 2023, 7 newsletters have been designed and communicated. A final one is planned 
to be issued at the end of the project. (Since this report is drafted in early December 2023, this final 
newsletter is not included here). Four (4) of the newsletters have been issued within the reporting 
period.  
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Newsletter #4 

 

 
Figure 4-37. Screenshot of the 4th project Newsletter 
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Newsletter #5 

 

 
Figure 4-38. Screenshot of the 5th project Newsletter 
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Newsletter #6 

 
Figure 4-39. Screenshot of the 6th project Newsletter 
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Newsletter #7 

 

 
Figure 4-40. Screenshot of the 7th project Newsletter 
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4.4 Videos 

The YouTube channel34 is one of the channels used by the AI4HEALTHSEC project in order to 
disseminate the outputs of the project. All videos are available in the AI4HEALTHSEC YouTube channel 
but also in AI4HEALTHSEC website https://www.ai4healthsec.eu/videos/. 

The project has created the following categories of videos: 

- Videos introducing project partners and their involvement in the project (8) 

- Videos demonstrating parts of the Ai4HealthSec solution (4) 

- Videos created to support the open call (2) 

- Video created as a holiday greeting’s card for the project (1) 

- Video summing up the pilots and providing some quoted from the feedback received (1)35 

 

 

 
Figure 4-41. YouTube Ai4HEALTHSEC project Channel homepage 

 

                                                      
34 https://www.youtube.com/channel/UCc8SMxJ665QHiTqCKssPh7w  
35 This video is the last video of the project and is currently under preparation. It is expected to be promoted at the end 
of the project period.  

https://www.ai4healthsec.eu/videos/
https://www.youtube.com/channel/UCc8SMxJ665QHiTqCKssPh7w
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Figure 4-42. Videos uploaded in the YouTube channel 

4.5 Cyberwatching 

Cyberwatching.eu36 is a project funded by the European Commission under the Horizon 2020 
framework program. It is part of the European Union's efforts to enhance and promote cybersecurity 
and privacy in the digital landscape. Cyberwatching.eu aims to support the European cybersecurity 
ecosystem by providing a centralized platform for information, collaboration, and awareness. 

The Ai4HealthSec project, has been registered as a project within the cyberwatching platform and a 
mini-project page has been created.  

 

                                                      
36 https://www.cyberwatching.eu/  

https://www.cyberwatching.eu/
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Figure 4-43. AI4HEALTHSEC in cyberwatching.eu 

 

Through this page, the Position Paper of the AI4HealthSec and HEIR projects on the event of the 
adoption of the draft regulation laying down measures for a high common level of cybersecurity at 
the institutions, bodies, offices and agencies of the Union was further promoted.  

 
Figure 4-44. AI4HEALTHSEC in cyberwatching.eu 

Moreover, the final event of the Ai4HealthSec project, was also promoted through the 
cyberwatching platform.  
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Figure 4-45. AI4HEALTHSEC in cyberwatching.eu 

 

The Ai4HealthSec project also participated in the project radar functionality of the cyberwatching 
platform.  

Since 2004, the European Commission has launched 115 calls which were either explicitly supporting 
projects in the domain of cybersecurity and privacy or from which projects in this area were 
supported. This resulted in awarding over 260 consortia with funding grants to the tune of €1.1 billion. 

Targeting policy makers and researchers across Europe, the new live European Project Radar makes 
sense of this busy landscape providing bird’s eye view of the European Cybersecurity research 
landscape making it easier to gather swift yet statistically sound information on the state of the art 
of the landscape. Indeed, the Radar's primary value proposition therefore is that of saving the user 
time and money by processing and analysing detailed landscape data for them.37 

Based on the well known "Technology Radar" methodology developed and open-sourced by 
ThoughtWorks, the Cyberwatching.eu project uses a number of underpinning information sources to 
visualise the state of the art of these projects as a means to maintain oversight of the larger European 
Cybersecurity research landscape. The radar has many uses and  here are just a few: 

 Identify low and over-developed/funded spaces based on the cybersecurity R&I taxonomy 

                                                      
37 https://www.cyberwatching.eu/technology-radar 
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 Map projects based on JRC taxonomy: cybersecurity domain, vertical sectors, technology and 
use cases 

 Identify projects for clustering activities & events 

 Track project progress and maturity in the project lifecycle. 

 Access information on projects' Market and Technology readiness level 

 Get up-to-date informatoin on the project through their mini-site hosted by cyberwatching.eu 

 Contact the project directly through the radar 

 Update your own project's information directly and make sure you are visible 

The new 2021 radar is both autonomous with real-time information management for projects 

 

The entry of the Ai4HealthSec project within the cyberwatching radar is shown through Figure 
2-1Figure 4-46, Figure 4-47Errore. L'origine riferimento non è stata trovata. and Figure 4-48Errore. 
L'origine riferimento non è stata trovata.. 

 
Figure 4-46. AI4HEALTHSEC in cyberwatching Project Radar (1) 
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Figure 4-47. AI4HEALTHSEC in cyberwatching Project Radar (2) – Project 279 

 

 
Figure 4-48. AI4HEALTHSEC in cyberwatching Project Radar (3) 
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5 Project publications 

5.1.1 Brochures / leaflets and promotional material 

 

For the final Event of the AI4HEALTHSEC project the printed material was created for the 
communication and dissemination of the event.  

Specifically, the printed material included : 

- A business folder with the project logo and details and 
- The agenda of the final event. 

 

 
Figure 5-49. AI4HEALTHSEC final event promotional material 

 

5.1.2 Publications in professional journals  

 

This section provides an accounting of the Journal publications of the Ai4HealthSec project In 
summary, the project partners published 12 Journal publications within the reporting period. In 
section 7. The KPIs for the entire duration of the project are presented.  
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Vulnerability prediction for secure healthcare supply chain service delivery 

 

Islam, S., Abba, A., Ismail, U., Mouratidis, H., & Papastergiou, S. (2022). Vulnerability prediction for 
secure healthcare supply chain service delivery. Integrated Computer-Aided Engineering, (Preprint), 1-
21. http://doi.org/10.3233/ICA-220689 

 

Healthcare organisations are constantly facing sophisticated cyberattacks due to the sensitivity and 
criticality of patient health care information and wide connectivity of medical devices. Such attacks 
can pose potential disruptions to critical services delivery. There are number of existing works that 
focus on using Machine Learning (ML) models for predicting vulnerability and exploitation but most 
of these works focused on parameterized values to predict severity and exploitability. This paper 
proposes a novel method that uses ontology axioms to define essential concepts related to the overall 
healthcare ecosystem and to ensure semantic consistency checking among such concepts. The 
application of ontology enables the formal specification and description of healthcare ecosystem and 
the key elements used in vulnerability assessment as a set of concepts. Such specification also 
strengthens the relationships that exist between healthcare-based and vulnerability assessment 
concepts, in addition to semantic definition and reasoning of the concepts. Our work also makes use 
of Machine Learning techniques to predict possible security vulnerabilities in health care supply chain 
services. The paper demonstrates the applicability of our work by using vulnerability datasets to 
predict the exploitation. The results show that the conceptualization of healthcare sector 
cybersecurity using an ontological approach provides mechanisms to better understand the 
correlation between the healthcare sector and the security domain, while the ML algorithms increase 
the accuracy of the vulnerability exploitability prediction. Our result shows that using Linear 
Regression, Decision Tree and Random Forest provided a reasonable result for predicting vulnerability 
exploitability. 

 

The supply chain of a Living Lab: Modelling security, privacy, and vulnerability issues alongside with 
their impact and potential mitigation strategies 

 

Kioskli, K., Dellagiacoma, D., Fotis, T., & Mouratidis, H. (2022). The supply chain of a Living Lab: 
Modelling security, privacy, and vulnerability issues alongside with their impact and potential 
mitigation strategies. Journal of Wireless Mobile Networks, Ubiquitous Computing, and Dependable 
Applications, 13(2), 147-182. http://doi.org/10.22667/JOWUA.2022.06.30.147 

 

Worldwide, vulnerabilities and weak security strategies are exploited everyday by adversaries in 

healthcare organizations. Healthcare is targeted because these crimes are high-reward and low-risk. 

The attacks differ every time, from hacking medical devices, such as sensors, to stealing patients’ 

data from electronic health records databases. The effects of these attacks are both short and long 

term lived, depending on the incidence handling process that each sector is adopting. The Covid-19 

pandemic has exposed, in full, that healthcare systems are vulnerable and vastly unprotected while 

representing a threat to global public health. An important part of the healthcare ecosystem, for 

http://doi.org/10.3233/ICA-220689
http://doi.org/10.22667/JOWUA.2022.06.30.147
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the development and validation of innovative tools and methodologies, is the Living Labs which are 

community-based and adopt co-creation as their primary approach. Because of the many 
stakeholders involved in the processes of the Living Labs, cybersecurity ought to be in their center. 
Besides the proven great importance of the Living Labs as part of healthcare, there is no research on 
security and privacy issues around them. The main purpose of this paper is to explore the supply chain 
of a Living Lab and identify its security and privacy challenges alongside with its vulnerabilities. The 

SecTro tool has been used to provide a thorough analysis which follows the Privacy-by-Design 
approach. The originality and novelty of our work are shown from: (i) moving one step further from 

desk studies by including requirements from citizens and professionals; (ii) being integrated into an 

effort from various researchers to supply a holistic approach to Data Privacy Governance; (iii) the 

first time which a paper is considering and analysing the supply chain of the Living Labs. 

 

Iterative Annotation of Biomedical NER Corpora with Deep Neural Networks and Knowledge Bases 

 

Silvestri, S., Gargiulo, F., & Ciampi, M. (2022). Iterative annotation of biomedical ner corpora with 
deep neural networks and knowledge bases. Applied Sciences, 12(12), 5775. 
http://doi.org/10.3390/app12125775 

 

The large availability of clinical natural language documents, such as clinical narratives or diagnoses, 
requires the definition of smart automatic systems for their processing and analysis, but the lack of 
annotated corpora in the biomedical domain, especially in languages different from English, makes it 
difficult to exploit the state-of-art machine-learning systems to extract information from such kinds 
of documents. For these reasons, healthcare professionals lose big opportunities that can arise from 
the analysis of this data. In this paper, we propose a methodology to reduce the manual efforts 
needed to annotate a biomedical named entity recognition (B-NER) corpus, exploiting both active 
learning and distant supervision, respectively based on deep learning models (e.g., Bi-LSTM, 
word2vec FastText, ELMo and BERT) and biomedical knowledge bases, in order to speed up the 
annotation task and limit class imbalance issues. We assessed this approach by creating an Italian-
language electronic health record corpus annotated with biomedical domain entities in a small 
fraction of the time required for a fully manual annotation. The obtained corpus was used to train a 
B-NER deep neural network whose performances are comparable with the state of the art, with an 
F1-Score equal to 0.9661 and 0.8875 on two test sets. 

 

Process Authentication through Blockchain: Three Case Studies 

 

Ciampi, M., Romano, D., & Schmid, G. (2022). Process Authentication through Blockchain: Three Case 
Studies. Cryptography, 6(4), 58. http://doi.org/10.3390/cryptography6040058 

 

In this work, we elaborate on the concept of process authenticity, which intuitively corresponds to 
the validity of all process steps and their proper binding. It represents the most exciting forefront of 
distributed ledger technology research concerning the primary challenge of reliably connecting 

http://doi.org/10.3390/app12125775
http://doi.org/10.3390/cryptography6040058
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distributed ledger networks to the physical context it must operate. More in detail, the paper 
describes a novel methodological approach to ensure the authenticity of business processes through 
blockchain and several security mechanisms applied to the digital twins of the actual processes. We 
illustrate difficulties and opportunities deriving from implementing process authenticity in concrete 
case studies in which we were involved as software designers belonging to three critical application 
domains: document dematerialization, e-voting, and healthcare. 

 

Cyberattack Path Generation and Prioritisation for Securing Healthcare Systems 

 

Islam, S.; Papastergiou, S.; Kalogeraki, E.-M.; Kioskli, K. Cyberattack Path Generation and Prioritisation 
for Securing Healthcare Systems. Appl. Sci. 2022, 12, 4443. https://doi.org/10.3390/app12094443  

 

Cyberattacks in the healthcare sector are constantly increasing due to the increased usage of 
information technology in modern healthcare and the benefits of acquiring a patient healthcare 
record. Attack path discovery provides useful information to identify the possible paths that potential 
attackers might follow for a successful attack. By identifying the necessary paths, the mitigation of 
potential attacks becomes more effective in a proactive manner. Recently, there have been several 
works that focus on cyberattack path discovery in various sectors, mainly on critical infrastructure. 
However, there is a lack of focus on the vulnerability, exploitability and target user profile for the 
attack path generation. This is important for healthcare systems where users commonly have a lack 
of awareness and knowledge about the overall IT infrastructure. This paper presents a novel 
methodology for the cyberattack path discovery that is used to identify and analyse the possible 
attack paths and prioritise the ones that require immediate attention to ensure security within the 
healthcare ecosystem. The proposed methodology follows the existing published vulnerabilities from 
common vulnerabilities and exposures. It adopts the common vulnerability scoring system so that 
base metrics and exploitability features can be used to determine and prioritise the possible attack 
paths based on the threat actor capability, asset dependency and target user profile and evidence of 
indicator of compromise. The work includes a real example from the healthcare use case to 
demonstrate the methodology used for the attack path generation. The result from the studied 
context, which processes big data from healthcare applications, shows that the uses of various 
parameters such as CVSS metrics, threat actor profile, and Indicator of Compromise allow us to 
generate realistic attack paths. This certainly supports the healthcare practitioners in identifying the 
controls that are required to secure the overall healthcare ecosystem. 

 

An integrated cyber security risk management framework and risk predication for the critical 
infrastructure protection 

 

Kure, H.I., Islam, S. & Mouratidis, H. An integrated cyber security risk management framework and 
risk predication for the critical infrastructure protection. Neural Computing & Application, 34, 15241–
15271 (2022). https://doi.org/10.1007/s00521-022-06959-2  

 

https://doi.org/10.3390/app12094443
https://doi.org/10.1007/s00521-022-06959-2
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Cyber security risk management plays an important role for today’s businesses due to the rapidly 
changing threat landscape and the existence of evolving sophisticated cyber attacks. It is necessary 
for organisations, of any size, but in particular those that are associated with a critical infrastructure, 
to understand the risks, so that suitable controls can be taken for the overall business continuity and 
critical service delivery. There are a number of works that aim to develop systematic processes for 
risk assessment and management. However, the existing works have limited input from threat 
intelligence properties and evolving attack trends, resulting in limited contextual information related 
to cyber security risks. This creates a challenge, especially in the context of critical infrastructures, 
since attacks have evolved from technical to socio-technical and protecting against them requires 
such contextual information. This research proposes a novel integrated cyber security risk 
management (i-CSRM) framework that responds to that challenge by supporting systematic 
identification of critical assets through the use of a decision support mechanism built on fuzzy set 
theory, by predicting risk types through machine learning techniques, and by assessing the 
effectiveness of existing controls. The framework is composed of a language, a process, and it is 
supported by an automated tool. The paper also reports on the evaluation of our work to a real case 
study of a critical infrastructure. The results reveal that using the fuzzy set theory in assessing assets' 
criticality, our work supports stakeholders towards an effective risk management by assessing each 
asset's criticality. Furthermore, the results have demonstrated the machine learning classifiers’ 
exemplary performance to predict different risk types including denial of service, cyber espionage 
and crimeware. 

 

Chidroid: A Mobile Android Application for Log Collection and Security Analysis in Healthcare and IoMT 

 

Karagiannis, S., Ribeiro, L. L., Ntantogian, C., Magkos, E., & Campos, L. M. (2023). Chidroid: A Mobile 
Android Application for Log Collection and Security Analysis in Healthcare and IoMT. Applied Sciences, 
13(5), 3061. http://doi.org/10.3390/app13053061 

 

The Internet of Medical Things (IoMT) is a growing trend that has led to the use of connected devices, 
known as the Internet of Health. The healthcare domain has been a target of cyberattacks, especially 
with a large number of IoMT devices connected to hospital networks. This factor could allow attackers 
to access patients’ personal health information (PHI). This research paper proposes Chidroid, an 
innovative mobile Android application that can retrieve, collect, and distribute logs from smart 
healthcare devices. The proposed approach enables the creation of datasets, allowing non-structured 
data to be parsed into semi-structured or structured data that can be used for machine learning and 
deep learning, and the proposed approach can serve as a universal policy-based tool to examine and 
analyse security issues in most recent Android versions by distributing logs for analysis. The validation 
tests demonstrated that the application could retrieve logs and system metrics from various assets 
and devices in an efficient manner. The collected logs can provide visibility into the device’s activities 
and help to detect and mitigate potential security risks. This research introduces a way to perform a 
security analysis on Android devices that uses minimal system resources and reduces battery 
consumption by pushing the analysis stage to the edge. 

 

http://doi.org/10.3390/app13053061
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A Machine Learning Approach for the NLP-Based Analysis of Cyber Threats and Vulnerabilities of the 
Healthcare Ecosystem 

 

Silvestri, S., Islam, S., Papastergiou, S., Tzagkarakis, C., & Ciampi, M. (2023). A Machine Learning 
Approach for the NLP-Based Analysis of Cyber Threats and Vulnerabilities of the Healthcare 
Ecosystem. Sensors, 23(2), 651. http://doi.org/10.3390/s23020651 

 

Digitization in healthcare systems, with the wide adoption of Electronic Health Records, connected 
medical devices, software and systems providing efficient healthcare service delivery and 
management. On the other hand, the use of these systems has significantly increased cyber threats 
in the healthcare sector. Vulnerabilities in the existing and legacy systems are one of the key causes 
for the threats and related risks. Understanding and addressing the threats from the connected 
medical devices and other parts of the ICT health infrastructure are of paramount importance for 
ensuring security within the overall healthcare ecosystem. Threat and vulnerability analysis provides 
an effective way to lower the impact of risks relating to the existing vulnerabilities. However, this is a 
challenging task due to the availability of massive data which makes it difficult to identify potential 
patterns of security issues. This paper contributes towards an effective threats and vulnerabilities 
analysis by adopting Machine Learning models, such as the BERT neural language model and XGBoost, 
to extract updated information from the Natural Language documents largely available on the web, 
evaluating at the same time the level of the identified threats and vulnerabilities that can impact on 
the healthcare system, providing the required information for the most appropriate management of 
the risk. Experiments were performed based on CS news extracted from the Hacker News website 
and on Common Vulnerabilities and Exposures (CVE) vulnerability reports. The results demonstrate 
the effectiveness of the proposed approach, which provides a realistic manner to assess the threats 
and vulnerabilities from Natural Language texts, allowing adopting it in real-world Healthcare 
ecosystems. 

 

Co-creation in a digital health living lab: A case study 

 

Fotis, T., Kioskli, K., Sundaralingam, A., Fasihi, A., & Mouratidis, H. (2023). Co-creation in a digital 
health living lab: A case study. Frontiers in Public Health, 10, 892930. 
http://doi.org/10.3389/fpubh.2022.892930 

 

Co-creation in healthcare, especially in developing digital health solutions, has been widely identified 
as a fundamental principle for person-centered technologies that could accelerate the adaptation of 
innovation. A Digital Health Living Lab based on community offers a sustainable and real-life 
environment to ideate, develop, and evaluate digital health solutions addressing the needs of 
multiple stakeholders. This article presents the experience of the School of Sport and Health Sciences 
at the University of Brighton in establishing a Digital Health Living Lab. In addition, we share a 
proposed step-by-step approach to establishing such a living lab in the community, supplemented by 
a case study of product development. 

 

http://doi.org/10.3390/s23020651
http://doi.org/10.3389/fpubh.2022.892930
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The Importance of Conceptualising the Human-Centric Approach in Maintaining and Promoting 
Cybersecurity-Hygiene in Healthcare 4.0 

 

Kioskli, K., Fotis, T., Nifakos, S., & Mouratidis, H. (2023). The Importance of Conceptualising the 
Human-Centric Approach in Maintaining and Promoting Cybersecurity-Hygiene in Healthcare 4.0. 
Applied Sciences, 13(6), 3410. http://doi.org/10.3390/app13063410  

 

The cyberspace depicts an increasing number of difficulties related to security, especially in 
healthcare. This is evident from how vulnerable critical infrastructures are to cyberattacks and are 
unprotected against cybercrime. Users, ideally, should maintain a good level of cyber hygiene, via 
regular software updates and the development of unique passwords, as an effective way to become 
resilient to cyberattacks. Cyber security breaches are a top priority, and most users are aware that 
their behaviours may put them at risk; however, they are not educated to follow best practices, such 
as protecting their passwords. Mass cyber education may serve as a means to offset poor cyber 
security behaviours; however, mandatory education becomes a questionable point if the content is 
not focused on human factors, using human-centric approaches and taking into account end users’ 
behaviours, which is currently the case. The nature of the present paper is largely exploratory, and 
the purpose is two-fold: To present and explore the cyber hygiene definition, context and habits of 
end users in order to strengthen our understanding of users. Our paper reports the best practices 
that should be used by healthcare organisations and healthcare professionals to maintain good cyber 
hygiene and how these can be applied via a healthcare use case scenario to increase awareness 
related to data privacy and cybersecurity. This is an issue of great importance and urgency considering 
the rapid increase of cyberattacks in healthcare organisations, mainly due to human errors. Further 
to that, based on human-centric approaches, our long-term vision and future work involves 
facilitating the development of efficient practices and education associated with cybersecurity 
hygiene via a flexible, adaptable and practical framework. 

 

Cyber threat assessment and management for securing healthcare ecosystems using natural 
language processing 

 

Stefano Silvestri, Shareful Islam, Dmitry Amelin, Gabriele Weiler, Spyridon Papastergiou & Mario 
Ciampi. (2023, October). Cyber threat assessment and management for securing healthcare 
ecosystems using natural language processing. https://doi.org/10.1007/s10207-023-00769-w  

 

The healthcare sectors have constantly faced significant challenge due to the rapid rise of cyber 
threats. These threats can pose any potential risk within the system context and disrupt the critical 
healthcare service delivery. It is therefore necessary for the healthcare organisations to understand 
and tackle the threats to ensure overall security and resilience. However, threats are continuously 
evolved and there is large amount of unstructured security-related textual information is available. 
This makes the threat assessment and management task very challenging. There are a number of 
existing works that consider Machine Learning models for detection and prediction of cyber attack 
but they lack of focus on the Natural Language Processing (NLP) to extract the threat information 

http://doi.org/10.3390/app13063410
https://doi.org/10.1007/s10207-023-00769-w
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from unstructured security-related text. To this end, this work proposes a novel method to assess and 
manage threats by adopting natural language processing. The proposed method has been tailored 
for the healthcare ecosystem and allows to identify and assess the possible threats within healthcare 
information infrastructure so that appropriate control and mitigation actions can be taken into 
consideration to tackle the threat. In detail, NLP techniques are used to extract the useful threat 
information related to specific assets of the healthcare ecosystems from the largely available security-
related information on Internet (e.g. cyber security news), to evaluate the level of the identified 
threats and to select the required mitigation actions. We have performed experiments on real 
healthcare ecosystems in Fraunhofer Institute for Biomedical Engineering, considering in particular 
three different healthcare scenarios, namely implantable medical devices, wearables, and biobank, 
with the purpose of demonstrating the feasibility of our approach, which is able to provide a realistic 
manner to identify and assess the threats, evaluate the threat level and suggest the required 
mitigation actions. 

 

A Swarm-Based Clinical Validation Framework of Artificial Intelligence Solutions for Non-
Communicable Diseases 

 

Kitty Kioskli, Spyridon Papastergiou, Theofanis Fotis. (2023, October). A Swarm-Based Clinical 
Validation Framework of Artificial Intelligence Solutions for Non-Communicable Diseases. 
10.55708/js0209001 

 

Non-communicable diseases (NCDs) present complex challenges in patient care. Artificial Intelligence 
(AI) offers transformative potential, but its implementation requires addressing key issues. This study 
proposes a swarm intelligence-inspired clinical validation framework for NCDs, promoting openness, 
trustworthiness, and continuous self-validation. The framework creates a collaborative environment, 
connecting healthcare entities, patients, caregivers, and professionals. The swarm-based approach 
enhances diagnostic accuracy, enables personalized treatment, improves prognosis, supports clinical 
decision-making, engages patients, enables real-time monitoring, and promotes continuous learning. 
These implications have the power to revolutionize NCD management and improve patient 
outcomes. 

 

Evidence based Cybersecurity Risk Management for Enhancing Healthcare Sector Cybersecurity and 
Creating Common Situational Awareness (Under Development) 

 

Stefano Silvestri, Shareeful Islam, Dmitry Amelin, Gabriele Weiler, Spyridon Papastergiou, Mario 
Ciampi 

 

Unveiling the Role of Forensics Visualization in Securing Exchange of Medical Information Across 

Connected Environments (Pending approval) 

 

Jihane Najar, Andreas Alexopoulos, Vasilis Tountopoulos, Vassilis Prevelakis 

https://www.jenrs.com/v02/i09/p001/
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An Intrusion detection system based on state of the art ML techniques for improving security in 
healthcare environments (Under Development) 

 

Efthymios Chondrogiannis, Efstathios Karanastasis, Vassiliki Andronikou and Theodora Varvarigou 

 

Enhancing Cyber Threat Hunting: A VisualApproach with the Forensic Visualization Toolkit (Under 
Development) 

 

Jihane Najar, Marinos Tsantekidis, Aris Sotiropoulos, and Vassilis Prevelakis 

 

5.1.3 Publications and presentations in conferences  

This section provides an accounting of the presentations related to the Ai4HealthSec project 
implemented in conferences attended as well as the publications in conferences. In summary, the 
project partners published in 12 conferences and presented in 1 conference within the reporting 
period. In section 7. The KPIs for the entire duration of the project are presented.  

 

5.1.3.1 ICTS4eHealth IEEE Conference on ICT Solutions for eHealth 

 

ISCC 202238, in its 27th edition, provides an insight into the unique world stemming from the interac-
tion between the fields of computers and communications. ISCC 2022 provides an international tech-
nical forum for experts from industry and academia to exchange ideas and present results of on-going 
research in most state-of-the-art areas of computers and communications. 

The AI4HealthSec project attended this event through different partners. Moreover, partners CNR 
and FORTH presented the Ai4HealthSec project and its developments. 

                                                      
38 27th IEEE Symposium on Computers and Communications (ISCC 2022) (unipi.gr) 

https://iscc2022.unipi.gr/
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Figure 5-50. Photos from the presentation of the Ai4HealthSec project in the ISCC 2022. 

 

 

Figure 5-51. Photos from the presentation of the Ai4HealthSec project in the ISCC 2022. 
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5.1.3.2 13th International Conference on Applied Human factors and 
Ergonomics (AHFE2022) 

 

Estimating Attackers’ Profiles Results in More Realistic Vulnerability Severity Scores 

 

Kioskli, K., Polemi, N. (2022). Estimating Attackers’ Profiles Results in More Realistic Vulnerability 
Severity Scores. In: Tareq Ahram and Waldemar Karwowski (eds) Human Factors in Cybersecurity. 
AHFE (2022) International Conference. AHFE Open Access, vol 53. AHFE International, USA. 

http://doi.org/10.54941/ahfe1002211 

 

Digitalization is moving at an increasing speed in all sectors of the economy. Along with it the 
cybersecurity threats and attacks continue to rise rapidly. Enterprises in all economic sectors are 
imposed to constantly assess the vulnerabilities (weaknesses) of their Information and 
Communication Systems (ICT) and further estimate their severity, to avoid exploitability by targeted 
cyber-attacks. Attacks may have catastrophic consequences (impacts), including the disruption or 
termination of operations, economic damages, long-term damaged reputation, customer loss, 
lawsuits, and fines. Organisations need to undertake mitigating actions and technical controls to 
lower the severity of the vulnerabilities and protect their ICT assets. However, security measures are 
expensive, especially for small companies. Cybersecurity is considered a burden to the Small-Medium 
Enterprises (SMEs) and not a marketing advantage, while cost is their biggest challenge. We need to 
be as realistic as possible in the vulnerability severity scoring, to decrease the security costs for 
smaller companies and simultaneously prevent potential attackers to exploit their assets. Identifying 
the potential attacker for each sector and company is the first step in building resilience. The 
classifications for attackers are usually based on whether they are internal, or by their means and 
capabilities, such as knowledge of the organization’s resources, including personnel, facilities, 
information, equipment, networks, and systems. In 2021, ENISA published a sector-specific taxonomy 
based on opportunities, means, motives and sectors or products they wish to attack. In all existing 
classifications, psychological, behavioural, and social traits of the attackers are neither measured nor 
considered. The existing security scoring systems concentrate on technical severity, not considering 
the human factors with practical methods such as via the external or internal attackers’ profile in their 
calculations. The Common Vulnerability Scoring System (CVSS) is a standard and widely adopted 
measure for vulnerabilities’ severity. CVSS assumes that the potential attacker will be highly skilled, 
but it does not consider any other human factors which may be involved. Our work, in the latest years, 
targets to bridge psychosocial advancements, including human, behavioural, and psychosocial 
factors, with cybersecurity efforts to improve and reach a realistic cyber-resilient state within the 
information systems. The overarching objective of the present paper is to further contribute to 
providing realistic vulnerability severity scoring. Our main aim is to show that the CVSS scores are not 
unique for every vulnerability but vary depending on the potential attacker. Based on the 
organisations’ cyber threat intelligence (CTI) level, the sectoral threats can be identified, and the 
profiles of their potential attackers can be predicted. In this paper, we measure the attackers’ profiles 
and use these values in the CVSS calculator to score the vulnerabilities’ severity more accurately. 
Considering practical implications, multiple interventions and suggestions at various levels are 

http://doi.org/10.54941/ahfe1002211
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presented to tackle the ongoing cybersecurity internal and external threats and also enhance the 
CVSS to provide more realistic and accurate results. 

 

5.1.3.3 2nd Edition of the IEEE Conference on ICT SOLUTIONS for EHEALTH 

 

Cyber Threat Analysis Using Natural Language Processing for a Secure Healthcare System 

 

Islam, S., Papastergiou, S., & Silvestri, S. (2022, June). Cyber Threat Analysis Using Natural Language 
Processing for a Secure Healthcare System. In 2022 IEEE Symposium on Computers and 
Communications (ISCC) (pp. 1-7). IEEE. http://doi.org/10.1109/ISCC55528.2022.9912768 

 

Cyber threats in the healthcare sector have increased significantly in recent years. Attackers are now 
using sophisticated techniques to launch multi-phase cyber attacks to compromise the system and 
leak patient healthcare data. Healthcare organisations need to protect IT infrastructures and 
understand the threats and possible attack surface for a secure healthcare service delivery. Hence, 
threat analysis is one of the key activities for tackling the potential risks and ensuring security of a 
system context. This work presents a threat analysis approach that allows to identify and assess the 
possible threats within healthcare information infrastructure. The approach considers the existing 
threat data from widely used repositories and uses Natural Language Processing to identify threats 
among cyber security news, also evaluating their corresponding level. The preliminary experimental 
assessment shows promising results, providing a realistic manner to assess the threats, allowing to 
adopt the proposed approach in real-world contexts. 

 

Incident Handling for Healthcare Organizations and Supply-Chains 

 

Lakka, E., Hatzivasilis, G., Karagiannis, S., Alexopoulos, A., Athanatos, M., Ioannidis, S., … & 
Spanoudakis, G. (2022, June). Incident Handling for Healthcare Organizations and Supply-Chains. In 
2022 IEEE Symposium on Computers and Communications (ISCC) (pp. 1-7). IEEE. 
http://doi.org/10.1109/ISCC55528.2022.9912965 

 

Healthcare ecosystems form a critical type of infrastructures that provide valuable services in today 
societies. However, the underlying sensitive information is also of interest of malicious entities 
around the globe, with the attack volume being continuously increasing. Safeguarding this complex 
computerized setting constitutes a major challenge for the involved organizations. This paper 
presents an incident handling system for healthcare organizations and their supply-chain. The 
proposed approach utilizes swarm intelligence in order to assess the current security posture in a 
continuous basis and respond to attacks in real-time. The overall solution is based on the related NIST 
800.61 standard and implements the operations of i) preparation, ii) detection and analysis, iii) 
containment, eradication, and recovery, and iv) post-incident activity. The system is developed under 
the EU funded project AI4HEALTHSEC and is applied in the relevant healthcare pilots. 

 

http://doi.org/10.1109/ISCC55528.2022.9912768
http://doi.org/10.1109/ISCC55528.2022.9912965
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5.1.3.4 The 2022 International Conference On Innovations In Computing 
Research (ICR’22) 

 

A Conceptual Model for Data-Driven Threat Analysis for Enhancing Cyber Security 

 

Alwaheidi, M. K., Islam, S., & Papastergiou, S. (2022, August). A Conceptual Model for Data-Driven 
Threat Analysis for Enhancing Cyber Security. In Proceedings of the ICR’22 International Conference 
on Innovations in Computing Research (pp. 365-374). Cham: Springer International Publishing. 
http://doi.org/10.1007/978-3-031-14054-9_34 

 

Technology has become increasingly adopted by businesses for achieving overall objectives. Systems 
within these technologies generate a huge amount of data. It is necessary to identify the data and 
undertake appropriate controls to protect the data from any potential threats. Data, in general, is 
different types, such as operational and business which have different costs and impact on the overall 
business continuity. Threat analysis needs to consider various data types and associated weaknesses 
related to an organisational context’s systems and applications. There are numerous threat models 
available, but there is a lack of focus on analysing and prioritizing threats relating to the data. This 
paper presents a data-driven approach for threat analysis and a conceptual model. The model 
includes several concepts, i.e., actor, infrastructure, data and weakness, to analyse the data and 
threats from three phases management, control and business. Finally, a running example is used to 
demonstrate the applicability of the work. 

 

5.1.3.5 The 12th International Conference on Current and Future Trends of 
Information and Communication Technologies in Healthcare (ICTH 2022) 

 

Swarm intelligence model for securing healthcare ecosystem 

 

Ribino, P., Ciampi, M., Islam, S., & Papastergiou, S. (2022). Swarm intelligence model for securing 
healthcare ecosystem. Procedia Computer Science, 210, 149-156. 
http://doi.org/10.1016/j.procs.2022.10.131 

 

The healthcare sector is constantly facing challenges in ensuring security due to the sophisticated 
attacks by the threat actor for acquiring sensitive patient data. An attack on the system can pose any 
potential risk to the business continuity. The increased use of information technology in the modern 
healthcare system makes medical devices and systems more vulnerable to exploitation and possible 
cyber-security attacks. This paper proposes a flexible and decentralized cyber-security model based 
on the integration of multi-agent systems and swarm intelligence for tackling the propagation of 
attacks inside interconnected healthcare organizations and ensuring the whole healthcare 
ecosystem’s security and resilience. The proposed model is based on the collaboration between the 
agents with different functions and cognitive capabilities, named primary and supervisor agents. 
Primary agents are lightweight BDI (Belief-Desire-Intention) agents implementing a minimum set of 

http://doi.org/10.1007/978-3-031-14054-9_34
http://doi.org/10.1016/j.procs.2022.10.131
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capabilities for monitoring a specific area of the healthcare system; supervisor agents incorporate an 
extended version of the BDI reasoning to provide advanced capabilities for securing the overall 
healthcare system by enabling collective intelligence and overall cyber-security awareness. The 
preliminary experimental results show that the model is robust and responsive for securing the 
ecosystem. 

 

5.1.3.6 14th International Conference on Ubiquitous Computing and Ambient 
Intelligence (UCAmI 2022) 

 

Swarm Intelligence Based Multi-Agent Communication Model for Securing Healthcare Ecosystem 

 

Ribino, P., Islam, S., Ciampi, M., & Papastergiou, S. (2022, November). Swarm Intelligence Based Multi-
Agent Communication Model for Securing Healthcare Ecosystem. In Proceedings of the International 
Conference on Ubiquitous Computing & Ambient Intelligence (UCAmI 2022) (pp. 50-61). Cham: 
Springer International Publishing. http://doi.org/10.1007/978-3-031-21333-5_5 

 

The healthcare ecosystem is complex by its inherent nature, which consists of a heterogeneous set 
of actors, entities, and sub-systems to deliver multidisciplinary and collaborative health services. The 
increased use of connected medical devices makes such an ecosystem more vulnerable and increases 
the cyber-attack surface. Traditional security methods are insufficient to deal with such a high degree 
of interconnected medical and IoT devices. There is a need for security approaches based on concepts 
of collaboration, cooperation, autonomy and dynamism to ensure timely security of the whole 
healthcare ecosystem. This work adopts swarm-based principles with multi-agent systems to meet 
collaboration, distribution and robustness requirements, thus improving the healthcare ecosystem’s 
security. The paper presents a swarm-based agent-to-agent communication model founded on the 
collaboration among primary and supervisor agents to acquire new knowledge related to the 
healthcare ecosystem. The proposed model is based on the direct collaboration between primary 
agents that provides supervisor agents with local security-related information and the indirect 
collaboration between supervisor agents that exchange stigmergic information through the 
environment to make a collectively informed decision. The communication model is implemented 
using the BDI (Belief-Desire-Intention) approach. The preliminary results show the communication 
model’s robustness, scalability and responsiveness for securing the healthcare ecosystem. 

 

5.1.3.7 14th International Conference on Applied Human factors and Ergonomics 
(AHFE2023) 

 

Bringing humans at the core of cybersecurity: challenges and future research directions 

 

Kioskli, K., Mouratidis, H., Polemi, N.  (2023). Bringing humans at the core of cybersecurity: Challenges 
and future research directions. In: Abbas Moallem (eds) Human Factors in Cybersecurity. AHFE (2023) 

http://doi.org/10.1007/978-3-031-21333-5_5
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International Conference. AHFE Open Access, vol 91. AHFE International, USA. 
http://doi.org/10.54941/ahfe1003722 

 

The prompt response to successfully adopt good cybersecurity practices from protecting passwords 
to security incidents’ responding to activating a disaster recovery or a business continuity plan 
depends upon the level of operators’ ability in problem solving, resilience, readiness, maturity, 
observation, and perception. New technologies, such as Artificial Intelligence (AI) can also be helpful 
to more effectively forecast or respond to serious incidents, especially to massive attacks. However, 
the cybersecurity operators need to alter their mindsets, adopt new behavioural patterns, and work 
attitudes to embrace and interact with AI-assistance during cyber defence activities. in addition, when 
the operators need to assess or mitigate AI socio-technical risks related to bias, transparency and 
equality, they will base their decisions for estimating or mitigating these risks on their behavioural, 
social, cultural, and ethical characteristics. In this paper, we are presenting challenges related to 
human and psychosocial factors of the cybersecurity operators. We also discuss the motives and 
drivers that impact the cognitive aspects (e.g., focus on operational tasks, attention, objectivity) of 
the cyber operations. We further identify how the cybersecurity operators’ personality traits impact 
the success of the cybersecurity practices and estimations and analyse research challenges, regarding 
the impact of operators’ profiles on their perceptions and interactions, with AI cyber defending tools 
and management of AI risks. Finally, we consider the impact these human factors may have on 
successful cybersecurity operations and practices and provide proposals for interdisciplinary research 
directions requiring the collaboration of cybersecurity experts, psychologists, and behavioural 
scientists. 
 

Enhancing practical cybersecurity skills: The ECSF and the CyberSecPro European efforts 

 

Polemi, N., Kioskli, K.  (2023). Enhancing practical cybersecurity skills: The ECSF and the CyberSecPro 
European efforts. In: Abbas Moallem (eds) Human Factors in Cybersecurity. AHFE (2023) International 
Conference. AHFE Open Access, vol 91. AHFE International, USA. 

http://doi.org/10.54941/ahfe1003723 

The accelerated digitalization of all business and industrial sectors (transport, government, health, 
finance manufacturing) will increase the number, complexity and scale of cybersecurity incidents and 
their impact on the economy and society. The digital transformation imposes Higher Education Insti-
tutions and training providers to enhance their role in preparing the new generation of workforce 
that will have the capabilities and skills to address the upcoming digital challenges. Training providers 
need to become the enablers of the digital transformation with the capacity to accommodate differ-
ent skills needed by the market, to a variety of training specializations. Fostering collaboration with 
the private sector can be effective in attracting the necessary funding, state-of-the-art technological 
training tools needed and real-life based training material. In this paper, we describe two recent ef-
forts coming from the European Union targeting to close the gap between the available cybersecurity 
training and cybersecurity marketing demands, and further analyse the human factors involved in 
these efforts. 
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5.1.3.8 19th International Conference on the Design of Reliable Communication Networks 
(DRCN2023) 

 

A Swarm Artificial Intelligence Approach for Effective Treatment of Chronic Conditions 

 

K. Kioskli and S. Papastergiou, "A Swarm Artificial Intelligence Approach for Effective Treatment of 
Chronic Conditions," 2023 19th International Conference on the Design of Reliable Communication 
Networks (DRCN), Vilanova i la Geltru, Spain, 2023, pp. 1-5, doi: 
10.1109/DRCN57075.2023.10108128. 

 

Long-term conditions or chronic diseases are multifaceted and challenging. Current treatment 
options, for patients with long-term conditions, are mainly pharmacological, causing numerous 
adverse drug events and pressing for alternative management strategies such as personalized 
interventions. Areas of machine learning, such as deep learning, would enable researchers to develop 
predictive modelling algorithms, using continuous monitoring and allowing assessing the medical risk 
for long-term conditions and their related complications. In this paper, we claim that harmonization 
of data, novel machine learning algorithms, swarm-based technologies, and the involvement of the 
entire healthcare community will lead to acceptable and effective personalized healthcare. Our 
proposed approach aims to amplify the intelligence of the healthcare community. Based upon the 
patients’ characteristics empowers better decisions, personalised medical risk prediction and 
recommendations of acceptable and effective interventions. Our future work includes the validation 
of the SwarmAI framework by actively engaging relevant stakeholders. 

 

Information Sharing for Creating Awareness for Securing Healthcare Ecosystem 

 

S. Islam, C. Grigoriadis and S. Papastergiou, "Information Sharing for Creating Awareness for Securing 
Healthcare Ecosystem," 2023 19th International Conference on the Design of Reliable 
Communication Networks (DRCN), Vilanova i la Geltru, Spain, 2023, pp. 1-5, doi: 
10.1109/DRCN57075.2023.10108266  

 

The increased usage of information technology makes the healthcare ecosystem more vulnerable to 
the activities of hackers and other perpetrators of cyber-related crime. Information sharing is an 
essential for creating awareness and increasing collaborative response capabilities for overall security 
improvements. Such sharing capabilities can significantly contribute to the healthcare sector in the 
aspect of raising awareness towards current threats and risks for, with the purpose of performing 
informed decision making. This paper proposes a flexible approach to share risk related information 
among the healthcare entities. Our approach includes a business process model and cyber attack 
forecasting system in order to present information sharing among different entities of the healthcare 
system. To achieve this we adopt STIX as a standard protocol to map the business processes and 
services of the healthcare organisations with risk related information including vulnerability, threat 
and control information. Finally, a demonstrator is added to present the information sharing and 
applicability of the work. 
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5.1.3.9 The 2023 IEEE/ACM International Conference on Advances in Social Networks 
Analysis and Mining 

 

Russo-Ukrainian War: Prediction and explanation of Twitter suspension 

 

Alexander Shevtsov, Despoina Antonakaki, Ioannis Lamprou, Ioannis Kontogiorgakis, Polyvios 
Pratikakis, Sotiris Ioannidis. (2023, June). Russo-Ukrainian War: Prediction and explanation of Twitter 
suspension. https://arxiv.org/abs/2306.03502  

 

On 24 February 2022, Russia invaded Ukraine, starting what is now known as the Russo-Ukrainian 
War, initiating an online discourse on social media. Twitter as one of the most popular SNs, with an 
open and democratic character, enables a transparent discussion among its large user base. 
Unfortunately, this often leads to Twitter's policy violations, propaganda, abusive actions, civil 
integrity violation, and consequently to user accounts' suspension and deletion. This study focuses 
on the Twitter suspension mechanism and the analysis of shared content and features of the user 
accounts that may lead to this. Toward this goal, we have obtained a dataset containing 107.7M 
tweets, originating from 9.8 million users, using Twitter API. We extract the categories of shared 
content of the suspended accounts and explain their characteristics, through the extraction of text 
embeddings in junction with cosine similarity clustering. Our results reveal scam campaigns taking 
advantage of trending topics regarding the Russia-Ukrainian conflict for Bitcoin and Ethereum fraud, 
spam, and advertisement campaigns. Additionally, we apply a machine learning methodology 
including a SHapley Additive explainability model to understand and explain how user accounts get 
suspended. 

5.1.3.10 2023 IEEE Symposium on Computers and Communications (ISCC) 

 

Pump Up the JARM: Studying the Evolution of Botnets Using Active TLS Fingerprinting 

 

Eva Papadogiannaki, Sotiris Ioannidis. (2023, July). Pump Up the JARM: Studying the Evolution of 
Botnets Using Active TLS Fingerprinting. In Proceedings of the 2023 IEEE Symposium on Computers 
and Communications (ISCC 2023). http://doi.org/10.1109/ISCC58397.2023.10218210 

 

The growing adoption of network encryption protocols, like TLS, has altered the scene of monitoring 
network traffic. With the advent increase in network encryption, typical DPI systems that monitor 
network packet payload contents are becoming obsolete, while in the meantime, adversaries abuse 
the utilization of the TLS protocol to bypass them. In this paper, aiming to understand the botnet 
ecosystem in the wild, we contact IP addresses known to participate in malicious activities using the 
JARM tool for active probing. Based on packets acquired from TLS handshakes, server fingerprints are 
constructed during a time period of 7 months. We investigate if it is feasible to detect suspicious 
servers and re-identify other similar within blocklists with no prior knowledge of their activities. We 

https://arxiv.org/abs/2306.03502
http://doi.org/10.1109/ISCC58397.2023.10218210
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show that it is important to update fingerprints often or follow a more effective fingerprinting 
approach, since the overlapping ratio with legitimate servers rises over time. 

 

5.1.4 Press Releases 

Various partners of the Ai4HealthSec project, created, published and communicated information 
about their participation in the project or the extraction of related results.  

Due to the number of the press releases, in this section, an indicative number of links to these press 
releases are presented. It should be also noted that there is an allocated space within the webpage 
of the Ai4HealthSec project which contains also articles and other documents (i.e., the position paper 
– see section 5.1.5.) by the project partners.  

 

https://www.essex.ac.uk/research-projects/ai4healthsec  

https://aegisresearch.eu/research/projects/ai4healthsec/  

https://www.ahci.icar.cnr.it/ai4healthsec/  

https://www.privanova.com/eu-projects/ai4healthsec  

https://www.icar.cnr.it/en/progetti/ai4healthsec/  

https://research.brighton.ac.uk/en/projects/a-dynamic-and-self-organized-artificial-swarm-
intelligence-soluti  

https://www.privanova.com/resources/ai4healthsec-ensuring-privacy-in-healthcare-ict-
infrastructure  

https://aegisresearch.eu/ai4healthsec-kickoff-news/  

https://www.ibmt.fraunhofer.de/en/ibmt-press-releases/presse-ibmt-AI4HealthSec-10072023.html  

http://grid.ece.ntua.gr/dkmgsite/index.php/category/news/  

https://www.sphynx.ch/randd/  

https://focalpoint-sprl.be/research-and-innovation/  

https://uniparthenope.it/Portale-
Ateneo/articolo/Innovative_Cybersecurity_solutiof23db5827ade4e95aeb233fecf7aeca6  

 

5.1.5 Position Paper 

In March 2022 the European Commission published a proposal for a regulation laying down measures 
for a high common level of cybersecurity at the institutions, bodies, offices and agencies of the Union.  

The Council subsequently, in November 2022, adopted its position on a draft regulation aimed at  

ensuring a high common level of cybersecurity across the EU institutions, bodies, offices and agencies, 
In June 2023, a political agreement was reached between the European Parliament and the Council 
of the EU on the Regulation proposed by the Commission.  

Once the text is finalised, the European Parliament and the Council will have to formally adopt the 
new Regulation before it can enter into force. Union entities will then be required to comply with the 
obligations and meet the deadlines specified in the text. 

https://www.essex.ac.uk/research-projects/ai4healthsec
https://aegisresearch.eu/research/projects/ai4healthsec/
https://www.ahci.icar.cnr.it/ai4healthsec/
https://www.privanova.com/eu-projects/ai4healthsec
https://www.icar.cnr.it/en/progetti/ai4healthsec/
https://research.brighton.ac.uk/en/projects/a-dynamic-and-self-organized-artificial-swarm-intelligence-soluti
https://research.brighton.ac.uk/en/projects/a-dynamic-and-self-organized-artificial-swarm-intelligence-soluti
https://www.privanova.com/resources/ai4healthsec-ensuring-privacy-in-healthcare-ict-infrastructure
https://www.privanova.com/resources/ai4healthsec-ensuring-privacy-in-healthcare-ict-infrastructure
https://aegisresearch.eu/ai4healthsec-kickoff-news/
https://www.ibmt.fraunhofer.de/en/ibmt-press-releases/presse-ibmt-AI4HealthSec-10072023.html
http://grid.ece.ntua.gr/dkmgsite/index.php/category/news/
https://www.sphynx.ch/randd/
https://focalpoint-sprl.be/research-and-innovation/
https://uniparthenope.it/Portale-Ateneo/articolo/Innovative_Cybersecurity_solutiof23db5827ade4e95aeb233fecf7aeca6
https://uniparthenope.it/Portale-Ateneo/articolo/Innovative_Cybersecurity_solutiof23db5827ade4e95aeb233fecf7aeca6
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A Position Paper39 of the AI4HealthSec and HEIR projects was created, published and communicated 
on the Regulation of the European Parliament and of the Council laying down measures for a high 
common level of cybersecurity at the institutions, bodies, offices and agencies of the Union. 

This document provides comments from the AI4HEALTHSEC and HEIR projects and their partners with 
regards to the importance of the proposal, the feasibility of the envisioned measures and possible 
improvement points. 

The AI4HEALTHSEC and HEIR projects and their partners welcome this initiative, as it addresses crucial 
subjects of the protection of the information and abilities of institutions, bodies, offices and agencies 
of the Union. 

The AI4HEALTHSEC and HEIR projects and their partners especially, welcome the introduction of the  

cybersecurity risk management, governance and control framework (‘the framework’) in support of  

each entity’s mission and exercising its institutional autonomy. 

It is a belief shared also by the AI4HEALTHSEC and HEIR projects that Risk Management should be at 
the core of any design and implementation of a system and measures to achieve the information 
security objectives of an organization. 

The new processes that will consider big data must ensure full compliance with the underlying data 
protection EU regulations, have a clear legal basis, be proportionate and ensure accountability for 
those processing them. As such, synergies when data is been managed within the context of 
cybersecurity and personal data protection are necessary so that citizens' rights to the protection 
of personal data and privacy do not slip and ensuring that mechanisms to be imposed must be clear, 
traceable, homogeneous, transparent, effective and correctly complement the existing legislation 
on personal data protection. 

Finally, although each entity may implement the controls, mechanisms and processes mentioned  

above, it is of paramount importance that incident response should be structured, planned and well  

supported. 

                                                      
39 https://www.ai4healthsec.eu/wp-content/uploads/Position-Paper_Reg_EU_institutions.pdf  

https://www.ai4healthsec.eu/wp-content/uploads/Position-Paper_Reg_EU_institutions.pdf
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6 Monitoring of objectives and related KPIs 

 

Based on the project call and as stated in the GA, the following objectives have been set: 

 Objective 1: Conceptualize and establish a self-organized Swarm Intelligence (SI) model. 

 Objective 2: Provide distributed data management and reasoning capabilities for threats, risks 
and vulnerabilities identification. 

 Objective 3: Develop an advanced cyber incident handling approach for the health care 
ecosystem. 

 Objective 4: Develop a novel Dynamic Situational Awareness Approach (AI4HEALTHSEC 
framework) for HCIIs. 

 Objective 5: To develop the AI4HEALTHSEC system based on the AI4HEALTHSEC framework. 

 Objective 6: To deploy and validate the AI4HEALTHSEC Framework and System in real 
operational environments. 

 Objective 7: To disseminate knowledge developed during the project to different areas of the 
health care ecosystem and transfer knowledge to other critical sectors. 

 

For each of these objectives, specific measures of success (KPIs) have been identified and monitored 
by the project team.  

 

Additionally, some more specific KPIs regarding the dissemination and communication activities of 
the project have been set and are shown in the following table (it should be noted that goals of these 
KPIs relate to the entire duration of the project). 

 
KPI:  The % of tasks, etc. completed on time according to the action plan.  

KPI Goal: >=95% 

Performance: 100% 

Status: Achieved 

Comments: All tasks have been completed on time according to the revised action plan. 92% of the deliverables 
were submitted on time and 8% were submitted with one day delay. 

 
KPI:  The existence of a well-established and functioning community.  

KPI Goal: >= 10 members (at least) 

Performance: 27 

Status: Achieved 

Comments: The project has created a community of organizations through the cooperation with other projects, 
the pilot operations, the operation of the open call and the existence of the project partners. If all 
these organizations are taken into account, the community is comprised at least of 27 entities.  

 

KPI:  Number of periodic meetings.  

KPI Goal: >=6 

Performance: 11 

Status: Achieved 
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Comments: Many meetings have taken place at different levels within the project. For his KPI only the PSC 
meetings are reported (11).  

 

KPI:  Number of workshops.  

KPI Goal: >=3 

Performance: 6 

Status: Achieved 

Comments: The project has participated in 6 workshops (4 from this reporting period and 2 from the previous). 
Moreover, as part of the WP7 activities, workshops have been carried out with internal and 
external stakeholders for the validation of the Ai4healthSec solution.  

 

KPI:  Number of contributions to roadmaps, discussion papers.  

KPI Goal: >= 2 

Performance: 5 

Status: Achieved 

Comments: Ai4HealthSec has: provided a contribution to the chapter Standardization and Certification of the 
Cybersecurity Roadmap for Europe by CONCORDIA, produced a position paper on the measures 
for a high common level of cybersecurity at the institutions, bodies, offices and agencies of the 
Union, created a discussion paper on Standards and NIS compliance, provided feedback on the 
European Cyber Resilience Act during the open consultation procedure (May 2022) and provided 
feedback on the EU CSA during the open consultation procedure (July 2023). More information can 
be found in deliverable 7.11 

 

KPI:  Number of contributions to policy makers.  

KPI Goal: >= 2 

Performance: 4 

Status: Achieved 

Comments: Ai4HealthSec has: produced a position paper on the measures for a high common level of 
cybersecurity at the institutions, bodies, offices and agencies of the Union, created a discussion 
paper on Standards and NIS compliance, provided feedback on the European Cyber Resilience Act 
during the open consultation procedure (May 2022) and provided feedback on the EU CSA during 
the open consultation procedure (July 2023). More information can be found in deliverable 7.11. 

 

KPI:  Number of external workshops, seminars, etc. attended.  

KPI Goal: >= 10 

Performance: 29 

Status: Achieved 

Comments: The project partners have participated in workshops, webinars, conferences, summer schools, 
informational days and other types of events. This participation is depicted in the various sections 
of this document. Specifically, for this reporting period, the project partners participated in 8 
events, 4 workshops and 10 conferences. For the first reporting period, the number for this KPI 
was 7, bringing the total to 28. 

 

KPI:  Number of press releases issued.  

KPI Goal: >= 4 

Performance: 13 

Status: Achieved 
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Comments: Various partners of the Ai4HealthSec project, created, published and communicated information 
about their participation in the project or the extraction of related results. Section 5.1.4. of this 
document provides links to an indicative number of press releases of the project partners. It should 
be also noted that there is an allocated space within the webpage of the Ai4HealthSec project 
which contains also articles and other documents (i.e., the position paper – see section 5.1.5.) by 
the project partners. 

 
KPI:  Number of registered members of the project’s website.  

KPI Goal: >= 60 

Performance: 75 

Status: Achieved 

Comments: The project website does not have a user functionality. The measurement here reflects the number 
of people subscribed to the project newsletter.  

 

 

KPI:  Number of journal publications.  

KPI Goal: >= 8 

Performance: 15 

Status: Achieved 

Comments: 12 journal publications have been issued within the second reporting period and 3 in the first 
reporting period.  

 

KPI:  Number of conference papers and presentations.  

KPI Goal: >= 10 

Performance: 14 

Status: Achieved 

Comments: The project partners presented in 3 conferences and produced 14 conference papers during the 
project duration.  

17 

KPI:  Number of events attended.  

KPI Goal: >= 15 

Performance: 23 

Status: Achieved 

Comments: The project partners have participated in various events, summer schools, etc. The number 
reported results from the aggregation of the various types of events.  
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